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FUTURE EWCHALLENGES AND THE INFORMATION LAYER
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BACKGROUND AND CONTEXT
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Weapon engagements of the future wonôt get any easieré.   They will:

Å Be within a complex and congested EW environment

Å Present scant warning cues to our platforms

Å Be delivered so fast that man-inïthe loop responses will be too late 

In the face of these challenges, how will our tactical use of EW have to 

change, and how will our strategic view of EW change?

What challenges does that present to the EW community?
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The Problem
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BATTLESPACE CHALLENGES
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Uncertainty

Congestion

ÅTechnology  proliferation

ÅMore platforms

ÅData-driven world

Complexity

ÅWaveform, weapon, sensors sophistication

ÅMulti-spectral engagements

ÅNetworked systems

ÅComplex platforms (but reduced crew complement)

ÅData gaps

ÅProbability of Intercept

ÅConflicting views

ÅEnvironmental effects
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UNCERTAINTY / CONGESTION - WHAT IS óEWô INFORMATION?
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Weôve probably all been brought up to think of óparametricsô

ÅRF, PRI, PD, Scan....3 element 4 position stagger..etc

ÅPDW, intrapulse, barker coding, UMOP

ÅReceiver Noise Figure, burn-through range, J to S ratio

But EW is about spectrum dominance within an environment

ÅPlatform details (location, identity, affiliation etc)

ÅConfounding features (windfarms, 4G phone masts etc)

ÅConfounding effects (e.g. anomalous propagation)

However, new types of information now have an effect on how 
we wage EW

ÅNetwork dependence vs standalone resilience

ÅCyber protection and vulnerability
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COMPLEXITY - THE HYPERSONIC ASM THREAT
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REVISITING THE OODA LOOP
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óDEFENDINGô OODA
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HOSTILE OODA
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COMPARING TIMELINES #1
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COMPARING TIMELINES #2
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COMPARING TIMELINES #3
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PROBLEM SUMMARY
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Data

ÅWeôre highly dependent on itébut equally, overwhelmed by it

ÅHaving ódataô isnôt the same as a coherent authoritative picture

ÅHas our fixation on ónormalô EW data reduced our ability to consider and filter-
out obfuscations in the EM environment?

Decisions, Actions and Effects

ÅMan-in-the-loop decision making and action initiation will be too slow to 
counter future threat weapon systems

ÅWill there be time for traditional CMs to have an effect on future threat weapon 
systems?
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Potential Solutions
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POTENTIAL SOLUTIONS - OVERVIEW
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Exploiting 
current 

technology

ÅFull-spectrum, full-depth EW data management & 
exploitation

ÅBetter knowledge of the Kill Chain

ÅAffecting the Kill Chain even earlier

ÅBetter engagement modelling and full-spectrum / 
trans-spectrum CM development

Involving

new 
technology

ÅDecision making aided by Machine Learning (ML)

ÅML-led filtering of Situational Awareness picture

ÅRapid communication & initiation of CMs

ÅCo-operative, co-ordinated defence and CMs

ÅCyber: clarifying, focussing and converging it 
within traditional EW ConOps/ConEmp/ConUse
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KILL CHAIN EXAMPLE 1
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KILL CHAIN EXAMPLE 2

17



MC/EWOS/PRE043/2

© MASS.  All rights reserved.                  MASS Proprietary

óAWARENESSô CHAIN
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INTELLIGENCE INTENT THREAT WARNING THREAT CONFIRMATION

Kill Chain
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COUNTERING THE KILL CHAIN
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MACHINE LEARNING
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Promises to offer potential solutions to our Battlespace Challenges:

ESM/ELINT Sensors:

ÅModern ML techniques could improve identification of signals in congested and contested spectrum

ÅIn future AI could allow sensors to be ódumberô (more generic/modular) with most effort in post-sensor 
processingé

Åéor AI-based RF digitisers to improve detection of complex and LPI emitters

Command Systems
ÅAnomaly detection reduces operator burden and improves sensemaking

ÅAutomatic reconfiguring/optimisiation of sensor systems

ÅForce-level co-operation and optimisation

Platform Protection/Defensive Aids Suites

ÅIncreased use of AI in decision making and info-presentation layers (user interface, SA , and C2): reduce 
manning, increase response speed, predict intent
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COUNTERING THE KILL CHAIN
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óTRADITIONALô CM ïPLATFORM PROTECTION
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óTRADITIONALô CM ïSTAND-OFF
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