
The New Arms Race ï Operations in the 

Cyber Electromagnetic Domain 
EW Europe ï 7 June 2017 

Wing Commander Garry Crosby MSc FRAeS RAF (Retd) 



2 

©  2017 Leonardo MW Ltd ï All rights reserved 

2 



3 

©  2017 Leonardo MW Ltd ï All rights reserved 

3 



4 

©  2017 Leonardo MW Ltd ï All rights reserved 

4 



5 

©  2017 Leonardo MW Ltd ï All rights reserved 

5 
Developed from óPrinciples of War for Cyberspaceô Lt Col Steven E. Cahinin US Air War College 2011 www.au.af.mil/au/afri/aspj/digital/pdf/articles/Jan-Feb.../Research-Cahanin.pdf 

άhōǎŜǊǾŜΣ ƻǊƛŜƴǘΣ ŘŜŎƛŘŜ ŀƴŘ ŀŎǘ ƳƻǊŜ ƛƴŎƻƴǎǇƛŎǳƻǳǎƭȅΣ ƳƻǊŜ ǉǳƛŎƪƭȅΣ ŀƴŘ ǿƛǘƘ ƳƻǊŜ 
ƛǊǊŜƎǳƭŀǊƛǘȅ Χέ 

Boyd, Patterns of War 

State on State war using mass, objective and manoeuvre 

Kinetic war for political objectives 

Act of force to compel the enemy to do our will 

Intelligence, Deception 

Attack the mind of your enemies 

Subdue the enemy without fighting  
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WHAT IS 
CYBER/EW 

CONVERGENCE? 

ñUnited States Army Cyber Command directs 

and conducts integrated electronic warfare, 

information and cyberspace operations to ensure 

freedom of action in and through cyberspace and 

the information environment, and to deny the 

same to our adversaries.ò 
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Cyber 

Spectrum 
Management 

Electronic 

Warfare 

Non-kinetic 
Effects 

Information 
Assurance 

ISR 

Electronic Warfare Cyberspace Operations 

Electronic Surveillance Cyberspace ISR 

Electronic Defence Defensive Cyber Operations 

Electronic Attack Offensive Cyber Operations 

Ψ¢ƘŜ ǳǎŜ ƻŦ EM energy for 
ƻŦŦŜƴǎƛǾŜ ǇǳǊǇƻǎŜǎΩ 

Ψ!ŎǘƛǾƛǘƛŜǎ that project 
power to achieve military 
objectives in, or through, 
ŎȅōŜǊǎǇŀŎŜΩ 

HOW CAN EW AND 
CYBER BE 

COMBINED? 

PARTICULARLY ON 
Ψ5L{/hbb9/¢95 
9b¢L¢L9{ΩΚ 
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Cyber Effect on Disconnected Entities 

άwŀŘƛƻ ŦǊŜǉǳŜƴŎȅ ŀƴŘ 
Computer Network 
Exploitation and Attacks can no 
longer be viewed as separate 
activities or actions within the 
ǎǇŜŎǘǊǳƳέ 
 
Rohret ŀƴŘ WƛƳŜƴŜȊ Ψ/ƻƴǾŜǊƎŜƴŎŜ ƻŦ 
Electronic Warfare and Computer 
Network Exploitation/Attakcs with the 
wC {ǇŜŎǘǊǳƳΩ  

JDN 3-16  - EA and Cyberspace Attack 
 
EA can be used to facilitate cyberspace attack objectives and, conversely, 
cyberspace attack can be used to facilitate EA objectives.  
 
When combined, EA is used for injection of an autonomous or interactive 
executable CO payload into a system. This combination is characterized 
by deterministic effects within data-based components. 

Ψ²ŜΩǊŜ ŀōƭŜ ǘƻ ǘƻǳŎƘ ŀ ǘŀǊƎŜǘ ŀƴŘ 
ƳŀƴƛǇǳƭŀǘŜ ŀ ǘŀǊƎŜǘΧŦǊƻƳ ŀƴ ŀƛǊŎǊŀŦǘΩ 
Ψώ²Ŝ Ŏŀƴϐ ǘƻǳŎƘ ŀ ƴŜǘǿƻǊƪ ǘƘŀǘ ƛƴ Ƴƻǎǘ 
ŎŀǎŜǎ ƳƛƎƘǘ ōŜ ŎƭƻǎŜŘΩ 
Maj Gen Burke Wilson, Cmdr 24th AF 

Å IP over Radio system denial of 
service 
 

Å ID SATCOM ground station and jam 
 

Å Degradation of mesh network 
(without triggering alerts) 

RF-INDUCED CYBER EFFECTS (RICE) 


