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The New Arms Race i Operations in the

Cyber Electromagnetic Domain
EW Europe i 7 June 2017
Wing Commander Garry Crosby MSc FRAeS RAF (Retd)
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State on State war using mass, objective and manoeuvre Intelligence, Deception
Kinetic war for political objectives Attack the mind of your enemies
Act of force to compel the enemy to do our will Subdue the enemy without fighting
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Boyd, Patterns of War

5
Devel oped from 6Principles of @&hinin USArr W gdilege 2011 ewwead.af. mit/au/&frdaspj/diyitapdfiarticled)an-Feb.../Research-Cahanin.pdf -
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@  Joint Definitions @

» Electromagnetic Spectrum Control (EMSC)
a The i of joint
operations with other lethal and nonlethal operations that
enable freedom of action in the electromagnetic operational
environment.

» Joint Electr ic Spectrum Operations (JEMSO)
2 Those acdvlues consisting of electronic waﬂure (EW) and joint
(JEMSMO)

usedto elplolt amck prole:L und manage the
to achieve the

commander’s objectives.
» Electr ic Battle (EMBM)

= The dynamic monitoring, assessing, planning and directing of
JEMSO in support of the commander’s scheme of maneuver.

Draft JP 3-13.1 EW/ JP 6-01 JEMSMO

(o) EMBM ©

“ Provides the framework for
integrating all the elements of
Joint EMS Ops (JEMSO)
~ Integrates JEMSO with other/
aspects of operations (A:r /
Land, Sea, Space,
Cyberspace)

» Provides effective
and efficient use of
EMS resources and
capabilities

Supports CC’s EMS Scheme of Maneuver
Takes the Fight to the Adversary
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CYBER
ELECTROMAGNETIC
ACTIVITIES

WHAT IS it —
CYBER/EW BER i soamtn o i e
CONVERGENCE?

Electromagnetic Spectrum Control:
Freedom of Action Across ALL Domains

Intelligence o 415, Maneuver

Logistics

i U n i StateslArmy Cyber Command directs e
and conducts integrated electronic warfare,
information and cyberspace operations to ensure , A
freedom of action in and through cyberspace and
the information environment, and to deny the

same to our adversaries. 0

Protection
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ElectronicWarfare
Electronic Surveillance
Electronic Defence

Information

ElectronicAttack OffensiveCyber Operations Non-kinetic
Effects Assurance
: W1 O xh@typijacs a

WYe¢ KS EteSergy far power to achieve military .
23 2 SSAVAP- BN KSIIN s ANNINZ  objectives in, or through, Electror"C Spectrum
Management

OdoSNELI OSQ
Warfare

PARTICULARLY ON
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Cyber Effect on Disconnected Entities

JDNB3-16 - EAand Cyberspace Attack

EAcan be used to facilitate cyberspace attack objectives and, converse
cyberspace attack can be used to facilitB#&objectives.

When combinedEAis used for injection of an autonomous or interactive
executable CO payload into a system. This combination is characterizg
by deterministic effects within dathased components
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Maj Gen Burke Wilso§mdr24i IDSATCONMround station and jam

& Gt j ] A N IP over Radio system denial of

Degradation of mesh network
(without triggering alerts)

RFINDUCED CYBER EFFECTS (RI(
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