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INTRODUCTION

http://www.cumberlandtrialjournal.com/drones-an-aerial-view-of-the-future-of-unmanned-aircraft-systems/
http://fortune.com/2016/03/28/drones-flying-too-close-airplanes-airports/
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COMMERCIAL AIRLINERS AND AIRPORTS HAVE LONG BEEN A TARGET OF 
TERRORISTS ATTACKS
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Å Terrorists are inclined to attack airports because of their symbolism as an international hub with many 
international travelers, internal security check points, and large economic impact

Å Psychological return of an airport attack amplifies previous incidents, shakes confidence

Å Fact: Every counter-terrorism move results in a counter-move to defeat security

Å Small Unmanned Aircraft Systems (sUAS) (or Drones) have the potential to bypass all existing physical security 
measures

The time is NOW to address this threat before it fully emerges.  
http://esnews.bah.com/small-commercial-unmanned-air-systems-an-amazing-technological-advancement-and-a-growing-threat-to-civilians-and-military-operations/#more-375



SMALL UNMANNED AIR SYSTEMS (sUAS)
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Å U.S. Federal Aviation Administration (FAA) Guidelines:
- Weigh less than 55 lbs, including everything that is onboard or 

otherwise attached to the aircraft
- Operated below 100 miles per hour
- Operated below 400 feet above ground level
- ¢ȅǇƛŎŀƭƭȅ ƻǇŜǊŀǘŜ ǳƴŘŜǊ ά{ŜŜ ŀƴŘ !ǾƻƛŘέ ǇǊƛƴŎƛǇƭŜǎ ǿƛǘƘƛƴ άƭƛƴŜ ƻŦ 
ǎƛƎƘǘέ ǘƻ ǘƘŜ ƻǇŜǊŀǘƻǊ

Å Amazon begins Prime Air drone delivery trial in the UK Dec. 2016(2)

- Maximum capacity of 5 pound package
- Currently in betaǘǊƛŀƭǎ ǿƛǘƘ άōŜȅƻƴŘ ƭƛƴŜ ƻŦ ǎƛƎƘǘέ ŎŀǇŀōƛƭƛǘȅ

(1) Source: Federal Aviation Administration, Advisory Circular: Small Unmanned Aircraft Systems (SUAS), 21 June 2016

Small UAS are a rapidly evolving and highly proliferating potential threat

(2) https://arstechnica.com/business/2016/12/amazon-prime-air-trial/

(1)



PROS AND CONS OF sUAS
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sUASOPERATIONS IN VICINITY OF AIRPORTS

https://www.digitaltrends.com/cool-tech/drone-plane-encounters/



PROBLEM STATEMENT
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Å sUAShave become widely available for commercial industries and hobbyists 
Å As sUAScosts decline, operations will become more widespread and present increasing risks to airfield 

operations; whether through enthusiasm, ignorance, or malicious intent 
Å This brief will explore the detect-to-engage kill chain and feasibility of utilizing directed energy technology to 

neutralize sUASthreats operating in proximity to civil aerodromes

http://dronecenter.bard.edu/analysis-3-25-faa-incidents/

Proliferation Trends for sUASPresent Increased Risk to Air Operations;                                      
Directed Energy Technologies can Help Mitigate Potentially Catastrophic Collisions  

U.S. FAA Published Restrictions on sUASFlying Above 400 feet, and Within 5 miles of Airports



MID-AIR COLLISIONS WITH sUASIN EUROPE AND USA(1)
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Å Suspected sUAScollision occurred on 17 April 2016 when an A320 reportedly struck what was believed to 
be an sUASduring landing at Heathrow Airport, UK. Subsequent inspections revealed no damage to the 
aircraft, and lack of evidence to confirm the presence of an sUAS.  

Å Suspected collision occurred on 5 January 2017 near Tete, Mozambique.  While on approach, the crew of a 
Boeing 737 reported hearing a crash. Inspection upon landing revealed several deep gashes in the radome
ƻƴ ǘƘŜ ŀƛǊŎǊŀŦǘΩǎ ƴƻǎŜΦ ²ƘƛƭŜ sUASƘŀŘ ōŜŜƴ ǊŜǇƻǊǘŜŘƭȅ ƻǇŜǊŀǘƛƴƎ ŀǊƻǳƴŘ ǘƘŜ ŀŜǊƻŘǊƻƳŜΣ aƻȊŀƳōƛǉǳŜΩǎ 
Civil Aviation Authority (ICAM) concluded the radomemost likely failed as a result of a structural failure 
caused by air-flow pressure.

Boeing 737 at Tete, Mozambique

(1) A Safety Analysis Of Remotely Piloted Aircraft Systems 2012 to 2016, ATSBTransport Safety Report. AR 2017 016, Final ς16 March 2017 


