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This presentation is  
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ÅCommunication jamming 
 
ÅPost-9/11 Lessons Learned 

 
ÅMoving beyond the threat of w/L95Ωǎ 

Agenda 



ÅOperational truths: 
ïCross domain communications is the core of Joint Ops 
ïAll emissions present a vulnerability 
ïAll entities within an operational theatre use the same spectrum 
ïLaws of physics apply to all users of the spectrum 

 
ÅStrategic implications 
ïOwn command, control and communication (C3)  
ÅOwn Blue-Force-Tracker / Battlespace Management Systems 

ïOwn sensors 
ïLegal ǊŜǉǳƛǊŜƳŜƴǘ ǊŜƭŀǘŜŘ ǘƻ άŘƛǎǘƛƴŎǘƛƻƴέ   
ïHost Nation ECOM regulation 
ÅNeutral Communications 
ÅCommercial Actors  
ÅHN income from spectrum allocation e.g taxes 
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ÅClassic insurgency theory dictates a hide-hit-run-hide 
approach until insurgent force has grown sufficiently 
to meet the conventional force/suppressor in open 
battle  
 
ÅExploiting the EMS and commercial RF-devices has 

allowed insurgents effective C2, ISR and weapon 
initiation/guiding   
 
ÅLand EW has been too quick in redeploying tactical 

ECM capabilities from theatre 
 
ÅPendulum has swung in favor of ESM  
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OPERATOR  
Survive  

day-to-day 

ά5ƛǎŎǊŜǇŀƴŎȅ ōŜǘǿŜŜƴ ǘƘŜ 
strategical/operational level and 
ǘŀŎǘƛŎŀƭ ƭŜǾŜƭ ƛƴ ƴŜŜŘ ŦƻǊ 9²έ  
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aƻǾƛƴƎ ōŜȅƻƴŘ ǘƘŜ ǘƘǊŜŀǘ ƻŦ w/9L5Ωǎ 

ÅForce Protection ς a national responsibility 

ÅΧōǳǘ ŀƭǎƻ ŀ Wƻƛƴǘ Force challenge 

ïUncoordinated use of ECM / RC-IED jammers had 
a strategic negative impact on friendly C3 in AFG 

ïΧŀƴŘ ǿŜ ŀǊŜ ƴƻǘ ŀƭƻƴŜ ƛƴ ƛŘŜƴǘƛŦȅƛƴƎ ǘƘƛǎΗ όAchilles 
heel) 
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